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1 Executive Summary

On 2021.04.06, the SlowMist security team received the Lever team's security audit application for Lever, developed

the audit plan according to the agreement of both parties and the characteristics of the project, and finally issued the

security audit report.

The SlowMist security team adopts the strategy of "white box lead, black, grey box assists" to conduct a complete

security test on the project in the way closest to the real attack.

The test method information:

Test method Description

Black box
testing

Conduct security tests from an attacker's perspective externally.

Grey box testing
Conduct security testing on code modules through the scripting tool, observing the
internal running status, mining weaknesses.

White box
testing

Based on the open source code, non-open source code, to detect whether there are
vulnerabilities in programs such as nodes, SDK, etc.

The vulnerability severity level information:

Level Description

Critical
Critical severity vulnerabilities will have a significant impact on the security of the DeFi
project, and it is strongly recommended to fix the critical vulnerabilities.

High
High severity vulnerabilities will affect the normal operation of the DeFi project. It is
strongly recommended to fix high-risk vulnerabilities.

Medium
Medium severity vulnerability will affect the operation of the DeFi project. It is
recommended to fix medium-risk vulnerabilities.

Low
Low severity vulnerabilities may affect the operation of the DeFi project in certain
scenarios. It is suggested that the project party should evaluate and consider whether
these vulnerabilities need to be fixed.

Weakness There are safety risks theoretically, but it is extremely difficult to reproduce in engineering.
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Level Description

Suggestion There are better practices for coding or architecture.

2 Audit Methodology

The security audit process of SlowMist security team for smart contract includes two steps: 

Smart contract codes are scanned/tested for commonly known and more specific vulnerabilities using automated

analysis tools. 

Manual audit of the codes for security issues. The contracts are manually analyzed to look for any potential

problems.

Following is the list of commonly known vulnerabilities that was considered during the audit of the smart contract:

Reentrancy Vulnerability

Replay Vulnerability

Reordering Vulnerability

Short Address Vulnerability

Denial of Service Vulnerability

Transaction Ordering Dependence Vulnerability

Race Conditions Vulnerability

Authority Control Vulnerability

Integer Overflow and Underflow Vulnerability

TimeStamp Dependence Vulnerability

Uninitialized Storage Pointers Vulnerability

Arithmetic Accuracy Deviation Vulnerability

tx.origin Authentication Vulnerability
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3 Project Overview

3.1 Project Introduction

Lever is a decentralized margin trading platform that allows users to lend, borrow and carry out leveraged trading

without needing to transfer assets to other third-party platforms.

Initial audit file: (SHA256) 

lever_contracts.rar: a41aac69e23ec38b43536174f095488b1b4eb8fcfbc6bd69459ab0a5857821a8

Final audit file: (SHA256) 

lever_contracts0423.rar: f452c47232df4290b2d6e4e41bffd7ed6feccd9aa26792262fd6c5de4b4ed7f2

3.2 Vulnerability Information

The following is the status of the vulnerabilities found in this audit:

NO Title Category Level Status

"False top-up" Vulnerability

Variable Coverage Vulnerability

Gas Optimization Audit

Malicious Event Log Audit

Redundant Fallback Function Audit

Unsafe External Call Audit

Explicit Visibility of Functions State Variables Aduit

Design Logic Audit

Scoping and Declarations Audit
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NO Title Category Level Status

N1
Arbitrarily set the

borrow rate parameter
issue

Others Suggestion Fixed

N2
Risk of excessive

authority
Authority Control

Vulnerability
Low Confirmed

N3 Missing event records Others Suggestion Fixed

N4
Arbitrary external call

risk
Others Suggestion Ignored

N5
Risk of hard-coding
contract addresses

Others Suggestion Ignored

N6
Slippage was not
checked during

liquidation

Design Logic
Audit

Medium Fixed

4 Code Overview

4.1 Contracts Description

The main network address of the contract is as follows: 

The code was not deployed to the mainnet.

4.2 Visibility Description

The SlowMist Security team analyzed the visibility of major contracts during the audit, the result as follows:

XToken

Function Name Visibility Mutability Modifiers

<Constructor> Public
Can Modify

State
IncentivizedERC20
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XToken

burn External
Can Modify

State
onlyMarginPool updateReward

mint External
Can Modify

State
onlyMarginPool updateReward

mintToTreasury External
Can Modify

State
onlyMarginPool updateReward

transferOnLiquidation External
Can Modify

State
onlyMarginPool updateReward

updateReward

balanceOf Public - -

scaledBalanceOf External - -

getScaledUserBalanceAndS
upply

External - -

totalSupply Public - -

scaledTotalSupply Public - -

transferUnderlyingTo External
Can Modify

State
onlyMarginPool

permit External
Can Modify

State
-

_transfer Internal
Can Modify

State
updateReward updateReward

_transfer Internal
Can Modify

State
-

lastTimeRewardApplicable Public - -

rewardPerToken Public - -

earned Public - -

getRewardForDuration External - -

getReward Public
Can Modify

State
nonReentrant updateReward

6



XToken

notifyRewardAmount External
Can Modify

State
onlyRewardsDistribution

updateReward

MarginPool

Function Name Visibility Mutability Modifiers

_whenNotPaused Internal - -

_onlyMarginPoolConfigurator Internal - -

getRevision Internal - -

initialize Public
Can Modify

State
initializer

deposit External
Can Modify

State
whenNotPaused

reDeposit Internal
Can Modify

State
whenNotPaused

_depositLogic Internal
Can Modify

State
-

withdraw External
Can Modify

State
whenNotPaused

borrow External
Can Modify

State
whenNotPaused

swapTokensForTokens External
Can Modify

State
whenNotPaused

swapTokensForClosePosition External
Can Modify

State
whenNotPaused

swapWithAggregation External
Can Modify

State
-

closeWithAggregation External
Can Modify

State
-

_beforeClose Private
Can Modify

State
-
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MarginPool

_beforeSwap Private
Can Modify

State
-

repay External
Can Modify

State
whenNotPaused

setUserUseReserveAsCollateral External
Can Modify

State
whenNotPaused

liquidationCall External
Can Modify

State
whenNotPaused

getReserveData External - -

getUserAccountData External - -

getConfiguration External - -

getUserConfiguration External - -

getReserveNormalizedIncome External - -

getReserveNormalizedVariableDebt External - -

paused External - -

getReservesList External - -

getAddressesProvider External - -

finalizeTransfer External
Can Modify

State
whenNotPaused

initReserve External
Can Modify

State
onlyMarginPoolConfigura

tor

setReserveInterestRateStrategyAddre
ss

External
Can Modify

State
onlyMarginPoolConfigura

tor

setConfiguration External
Can Modify

State
onlyMarginPoolConfigura

tor

setPause External
Can Modify

State
onlyMarginPoolConfigura

tor
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MarginPool

_executeBorrow Internal
Can Modify

State
-

_addReserveToList Internal
Can Modify

State
-

IncentivizedERC20

Function Name Visibility Mutability Modifiers

<Constructor> Public Can Modify State -

name Public - -

symbol Public - -

decimals Public - -

totalSupply Public - -

balanceOf Public - -

transfer Public Can Modify State -

allowance Public - -

approve Public Can Modify State -

transferFrom Public Can Modify State -

increaseAllowance Public Can Modify State -

decreaseAllowance Public Can Modify State -

_transfer Internal Can Modify State -

_mint Internal Can Modify State -

_burn Internal Can Modify State -
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IncentivizedERC20

_approve Internal Can Modify State -

_setName Internal Can Modify State -

_setSymbol Internal Can Modify State -

_setDecimals Internal Can Modify State -

_beforeTokenTransfer Internal Can Modify State -

VariableDebtToken

Function Name Visibility Mutability Modifiers

<Constructor> Public
Can Modify

State
DebtTokenBase

balanceOf Public - -

mint External
Can Modify

State
onlyMarginPool updateReward

burn External
Can Modify

State
onlyMarginPool updateReward

scaledBalanceOf Public - -

totalSupply Public - -

scaledTotalSupply Public - -

getScaledUserBalanceAndSu
pply

External - -

_transfer Internal
Can Modify

State
updateReward updateReward

lastTimeRewardApplicable Public - -

rewardPerToken Public - -
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VariableDebtToken

earned Public - -

getRewardForDuration External - -

getReward Public
Can Modify

State
nonReentrant updateReward

notifyRewardAmount External
Can Modify

State
onlyRewardsDistribution

updateReward

DebtTokenBase

Function Name Visibility Mutability Modifiers

<Constructor> Public Can Modify State IncentivizedERC20

approveDelegation External Can Modify State -

borrowAllowance External - -

transfer Public Can Modify State -

allowance Public - -

approve Public Can Modify State -

transferFrom Public Can Modify State -

increaseAllowance Public Can Modify State -

decreaseAllowance Public Can Modify State -

_decreaseBorrowAllowance Internal Can Modify State -

LeverOracle

Function Name Visibility Mutability Modifiers
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LeverOracle

<Constructor> Public Can Modify State -

setAssetSources External Can Modify State onlyOwner

setFallbackOracle External Can Modify State onlyOwner

_setAssetsSources Internal Can Modify State -

_setFallbackOracle Internal Can Modify State -

getAssetPrice Public - -

getAssetsPrices External - -

getSourceOfAsset External - -

getFallbackOracle External - -

WETHGateway

Function Name Visibility Mutability Modifiers

<Constructor> Public Can Modify State -

depositETH External Payable -

withdrawETH External Can Modify State -

borrowETH External Can Modify State -

_safeTransferETH Internal Can Modify State -

emergencyTokenTransfer External Can Modify State onlyOwner

emergencyEtherTransfer External Can Modify State onlyOwner

getWETHAddress External - -
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WETHGateway

getXWETHAddress External - -

getMarginPoolAddress External - -

<Receive Ether> External Payable -

<Fallback> External Payable -

MarginPoolAddressesProvider

Function Name Visibility Mutability Modifiers

<Constructor> Public Can Modify State -

setAddressAsProxy External Can Modify State onlyOwner

setAddress External Can Modify State onlyOwner

getAddress Public - -

getMarginPool External - -

setMarginPoolImpl External Can Modify State onlyOwner

getMarginPoolConfigurator External - -

setMarginPoolConfiguratorImpl External Can Modify State onlyOwner

getPoolAdmin External - -

setPoolAdmin External Can Modify State onlyOwner

getEmergencyAdmin External - -

setEmergencyAdmin External Can Modify State onlyOwner

getPriceOracle External - -
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MarginPoolAddressesProvider

setPriceOracle External Can Modify State onlyOwner

getLeverToken External - -

setLeverToken External Can Modify State onlyOwner

getTreasuryAddress External - -

setTreasuryAddress External Can Modify State onlyOwner

getRewardsDistribution External - -

setRewardsDistribution External Can Modify State onlyOwner

_updateImpl Internal Can Modify State -

_updatePoolImpl Internal Can Modify State -

DefaultReserveInterestRateStrategy

Function Name Visibility Mutability Modifiers

<Constructor> Public Can Modify State -

variableRateSlope1 External - -

variableRateSlope2 External - -

baseVariableBorrowRate External - -

getMaxVariableBorrowRate External - -

calculateInterestRates External - -

_getOverallBorrowRate Internal - -

LendingRateOracle
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LendingRateOracle

Function Name Visibility Mutability Modifiers

getMarketBorrowRate External - -

setMarketBorrowRate External Can Modify State onlyOwner

getMarketLiquidityRate External - -

setMarketLiquidityRate External Can Modify State onlyOwner

MarginPoolAddressesProvider

Function Name Visibility Mutability Modifiers

<Constructor> Public Can Modify State -

setAddressAsProxy External Can Modify State onlyOwner

setAddress External Can Modify State onlyOwner

getAddress Public - -

getMarginPool External - -

setMarginPoolImpl External Can Modify State onlyOwner

getMarginPoolConfigurator External - -

setMarginPoolConfiguratorImpl External Can Modify State onlyOwner

getPoolAdmin External - -

setPoolAdmin External Can Modify State onlyOwner

getEmergencyAdmin External - -

setEmergencyAdmin External Can Modify State onlyOwner
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MarginPoolAddressesProvider

getPriceOracle External - -

setPriceOracle External Can Modify State onlyOwner

getLendingRateOracle External - -

setLendingRateOracle External Can Modify State onlyOwner

getLeverToken External - -

setLeverToken External Can Modify State onlyOwner

getTreasuryAddress External - -

setTreasuryAddress External Can Modify State onlyOwner

getRewardsDistribution External - -

setRewardsDistribution External Can Modify State onlyOwner

_updateImpl Internal Can Modify State -

_updatePoolImpl Internal Can Modify State -

4.3 Vulnerability Summary

[N1] [Suggestion] Arbitrarily set the borrow rate parameter issue

Category: Others 

Content 

When setting the market borrow rate, there is no limit on the value range of the borrow rate, so the owner can set the

borrow rate arbitrarily, which will lead to the risk of excessive owner authority.

Code location:
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  function setOracleBorrowRates( 

    address[] calldata assets, 

    uint256[] calldata rates, 

    address oracle 

  ) external onlyOwner { 

    require(assets.length == rates.length, 'Arrays not same length'); 

 

    for (uint256 i = 0; i < assets.length; i++) { 

      // LendingRateOracle owner must be this contract 

      LendingRateOracle(oracle).setMarketBorrowRate(assets[i], rates[i]); 

    } 

  } 

Solution 

It is recommended to set a range for the market borrow rate. 

Status 

Fixed

[N2] [Low] Risk of excessive authority

Category: Authority Control Vulnerability 

Content 

In the Oracle contract, the owner can modify the address of the external and oracle. If the address of the external

oracle is changed to a malicious contract, this will affect the business and affect the user's assets.

Code location:

  function setAssetSources(address[] calldata assets, address[] calldata sources) 

    external 

    onlyOwner 

  { 

    _setAssetsSources(assets, sources); 

  } 

 

  /// @notice Sets the fallbackOracle 

  /// - Callable only by the Lever governance 

  /// @param fallbackOracle The address of the fallbackOracle 
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  function setFallbackOracle(address fallbackOracle) external onlyOwner { 

    _setFallbackOracle(fallbackOracle); 

  } 

 

  /// @notice Internal function to set the sources for each asset 

  /// @param assets The addresses of the assets 

  /// @param sources The address of the source of each asset 

  function _setAssetsSources(address[] memory assets, address[] memory sources) 

internal { 

    require(assets.length == sources.length, 'INCONSISTENT_PARAMS_LENGTH'); 

    for (uint256 i = 0; i < assets.length; i++) { 

      assetsSources[assets[i]] = IChainlinkAggregator(sources[i]); 

      emit AssetSourceUpdated(assets[i], sources[i]); 

    } 

  } 

 

  /// @notice Internal function to set the fallbackOracle 

  /// @param fallbackOracle The address of the fallbackOracle 

  function _setFallbackOracle(address fallbackOracle) internal { 

    _fallbackOracle = IPriceOracleGetter(fallbackOracle); 

    emit FallbackOracleUpdated(fallbackOracle); 

  } 

Solution 

It is recommended to transfer owner permissions to community governance to avoid this issue 

Status 

Confirmed; The project party has confirmed this problem and stated that it can be changed to the contract address

in the future to control this authority.

[N3] [Suggestion] Missing event records

Category: Others 

Content 

In the MarginPoolAddressesProvider contract, the owner can set some key contract addresses through functions

such as setLeverToken, setTreasuryAddress, and setRewardsDistribution, but no event recording is performed.

Code location:
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  function setLeverToken(address lever) external override onlyOwner { 

    _addresses[LEVER_TOKEN] = lever; 

  } 

   

  function setTreasuryAddress(address treasuryAddress) external override onlyOwner { 

    _addresses[TREASURY_ADDRESS] = treasuryAddress; 

  } 

   

  function setRewardsDistribution(address rewardsDistribution) external override 

onlyOwner { 

    _addresses[REWARDS_DISTRIBUTION] = rewardsDistribution; 

  } 

Solution 

It is recommended that event logging be performed when sensitive parameters are modified for subsequent self or

community review. 

Status 

Fixed

[N4] [Suggestion] Arbitrary external call risk

Category: Others 

Content 

In the MarginPool contract, the swapWithAggregation function and closeWithAggregation function can perform swap

operations through 1inch, but there is no clear restriction on calling 1inch specific functions, and users can pass in

arbitrary codes for arbitrary external calls.

Code location:

(bool success, bytes memory result) = inchor.call{gas: gas}(codes); 

Solution 

It is recommended to clearly restrict calls to specific functions of external contracts. 
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Status 

Ignored; The project party stated that only 1inch contracts can be called here. The main risk lies in the external

contract. Since there are many interfaces to be called, there is no restriction.

[N5] [Suggestion] Risk of hard-coding contract addresses

Category: Others 

Content 

In the MarginPool contract, there is an interaction with the external inchor contract, but the inchor contract address is

directly hard-coded into the contract. If the external contract address changes or unknown risks occur, it cannot be

replaced.

Code loction:

address public inchor = 0x11111112542D85B3EF69AE05771c2dCCff4fAa26; 

Solution 

It is recommended to implement an alternative interface. 

Status 

Ignored; The project party stated that in order to avoid the risk of excessive authority, the address was directly hard-

coded into the contract. If the 1inch contract changes in the future, lever's contract can be upgraded as a whole to

replace the address.

[N6] [Medium] Slippage was not checked during liquidation

Category: Design Logic Audit 

Content 

In the MarginPool contract, users can perform liquidation operations through the liquidationCall function. However,

when the collateralAsset is converted into debtAsset and re-deposited, the slippage is not checked, and there will

still be room for arbitrage.
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Code location:

        address[] memory path; 

        if (collateralAsset != wethAddress && debtAsset != wethAddress) { 

            path = new address[](3); 

            path[0] = collateralAsset; 

            path[1] = wethAddress; 

            path[2] = debtAsset; 

        } else { 

            path = new address[](2); 

            path[0] = collateralAsset; 

            path[1] = debtAsset; 

        } 

 

        uint256[] memory awards = 

            uniswaper.swapExactTokensForTokens( 

                vars.collateralToSell, 

                0, 

                path, 

                address(this), 

                block.timestamp 

            ); 

 

        reDeposit(debtAsset, awards[awards.length - 1], user); 

Solution 

It is recommended to check slippage during liquidation. 

Status 

Fixed

5 Audit Result

Audit Number Audit Team Audit Date Audit Result

0x002104260001 SlowMist Security Team 2021.04.06 - 2021.04.26 Low Risk
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Summary conclusion: The SlowMist security team use a manual and SlowMist team's analysis tool to audit the

project, during the audit work we found 1 medium risk, 1 low risk, 4 suggestion vulnerabilities. And 1 low risk

vulnerabilities were confirmed and being fixed; 2 suggestion vulnerabilities were ignored; All other findings were

fixed. The code was not deployed to the mainnet.
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6 Statement

SlowMist issues this report with reference to the facts that have occurred or existed before the issuance of this

report, and only assumes corresponding responsibility based on these. 

For the facts that occurred or existed after the issuance, SlowMist is not able to judge the security status of this

project, and is not responsible for them. The security audit analysis and other contents of this report are based on

the documents and materials provided to SlowMist by the information provider till the date of the insurance report

(referred to as "provided information"). SlowMist assumes: The information provided is not missing, tampered with,

deleted or concealed. If the information provided is missing, tampered with, deleted, concealed, or inconsistent with

the actual situation, the SlowMist shall not be liable for any loss or adverse effect resulting therefrom. SlowMist only

conducts the agreed security audit on the security situation of the project and issues this report. SlowMist is not

responsible for the background and other conditions of the project.




